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® DK_START GW1INSER4C_QN48P V1.1
GW1NSER-LVACQN48PC7/16

® DK_START GW1N9 V2.1
GW1IN-LVILQ144C6/15
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2.3 MCU DRk

2.3.1 GWINSER-4C (Gowin_EMPU (GW1NS-4C))

V7 R =TBEXFY FROU 77 LR - T A U EHIZHBH L E
7,
Gowin_EMPU(GW1NS-4C) MCU D#fipk & # 2-1 IZ” L £ 1,

# 2-1 Gowin_EMPU(GWINS-4C) MCU D##5L

AT ar AL
EUNERZ~ 50MHz
SRAM Size 8KB
Flash Size 32KB
UARTO Enable

SRAM Size | 8KB & L THEL S 41,4 5D BSRAM M S v £ 77,
7+ BSRAM ONLE DOl 23 2-2 (2R LET,
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%% 2-2 Gowin_EMPU(GW1NS-4C) BSRAM DA & D %9

BSRAM HRIAL

bram_sp_0 BSRAM_R10[0]
bram_sp_1 BSRAM_R10[1]
bram_sp_2 BSRAM_R10[2]
bram_sp_3 BSRAM_R10[3]

2.3.2 GWINE-9C (Gowin_EMPU_M1)

V7 MU TEESFY PO 77 LR T A U EHICHAL £
7,
Gowin_EMPU_M1 MCU D##k & % 2-3 IR L £ 7,

7% 2-3 Gowin_EMPU_M1 MCU D#Rk

F7Tvav HERK

IR B 30MHz

Debug Enable

Debug Interface Serial Wire

ITCM Select External Instruction Memory
DTCM Select Internal Data Memory
DTCM Size 32KB

UARTO Enable

DTCM Size |3 32KB & L THik S 41, 16 -2 BSRAM 23l S 41 E
. 45 BSRAM OALEDHl#) 2 3K 2-4 1IZ- L £,

# 2-4 Gowin_EMPU_M1 DTCM BSRAM DAL E Dl

BSRAM HIFIALE
mem0_memO0 0 O s BSRAM_R28[14]
mem0_memO0 0 1 s BSRAM_R10[4]
memO0_mem0_0 2 s BSRAM_R28[7]
mem0_memO0_0_3 s BSRAM_R10[3]
mem1 _mem0 0 O s BSRAM_R28[9]
mem1_mem0_0_1 s BSRAM_R28[13]
mem1_mem0_0 2 s BSRAM_R10[5]
mem1_mem0_0_3 s BSRAM_R28[8]
mem2_mem0_0 0 s BSRAM_R28[11]
mem2 mem0 0 1 s BSRAM_R28[10]
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24 V7 b =T ORERR

BSRAM

Il ROAL

mem2 mem0 0 2 s

BSRAM_R28[12]

mem2_mem0 0 3 s

BSRAM_R10[6]

mem3_memO0 0 O s

BSRAM_R10[8]

mem3_mem0_ 0 1 s

BSRAM_R10[7]

mem3 mem0 0 2 s

BSRAM_R10[9]

mem3 mem0 0 3 s

BSRAM_R10[10]

24 V7 b =T OWERR

241 ERA S a v DERL

BRA T a O AR 2-1 IR L ET,

® Synthesis Tool : GowinSynthesis
® Top Module/Entity : FZFED b v 7 « EV a— A E AT LET,
® Include Path : EEDA 7 — AR EZ AT LET,
® \lerilog Language : il 2. {X. System Verilog 2017,
ZOMDAT > a o E, = FU = TEREFOERRITIE U THER L T<
720,
X 2-1 BRRA TV a v OERR
G Configuration X
Synthesize
v Global General
General

Constraints

v Synthesize
General

v Place & Route
General
Voltage
Place
Route
Dual-Purpose Pin
Unused Pin

~ BitStream
General
sysContral

Feature sysControl

Synthesis Tool: ® GowinSynthesis

Top Module/Entity: |secure_fpga

Include Path: |

TelPre |

GowinSynthesis

Verilog Language: |System Verilog 2017 ~

Looplimit: 2000 =
[] Show All Warnings

[] Disable Insert Pad

[] Ram R/W Check

Apply
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2.4.2 BLBERA T a v ORERR
BLERLAR A 7 L 3 o DFERkIZIX. General, Voltage. Place. Route.
Unused Pin, 3 X O Dual-Purpose Pin 47" o O G £ E T,
General
EBED = — TG TR LT < 72 S0 (I 2-2),
X 2-2 General 47" a > DOERR

W Configuration X
Place & Route

v Global Category: All w Reset all to default
General _
Constraints Label Value

v Synthesize Generate SDF File False
General Generate |BIS File False

~ Place & Route Generate Post-Place File False
Eauar Generate Post-PnR Verilog Simulation Model File  False
Voltage
Place Generate Post-PnR VHOL Simulation Model File  False
Route Generate Plain Text Timing Report False
Dual-Purpose Pin Promote Physical Constraint Warning to Error True
Unused Pin Show All Warnings False

~ BitStream Report Auto-Placed 10 Information False
General
sysControl

Feature sysControl

Cancel Apply

Dual-Purpose Pin

FEROIRBUT IS CTHERK L T < 72 &0 (11 2-3),
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24 V7 b =T ORERR

[X| 2-3 Dual-Purpose Pin 37" 3 > DAk

W Configuration

v Global
General
Constraints

+ Synthesize
General

+ Place & Route
General
Voltage
Place
Route
Dual-Purpose Pin
Unused Pin

“ BitStream
General
sysControl

Feature sysControl

Dual-Purpose Pin

Use JTAG as regular 10
[] Use SSPI as regular 10
[] Use MSPI as regular 10
[] Use READY as regular IO
[] Use DONE as regular IO
[[] Use RECONFIG_N as regular 10

Use 12C as regular 10

Cancel Apply

243 By FRA MY —LF 7T a v OERL

By NA RN —AF T g OfREZX 2-4 12~ LFET,

® Print BSRAM Initial Value : F = v 7 L72WWTL 72 X0y,

® Secure Mode : Z&F v 7 OMFFERZE & T 3y T OEBEICH D551,
Tz LRNWTLKTEEN, T 35E, BT v I—FEL)M»
Hoa— RCERLI BV ET, BeT v 7TOREFEEMICH 25513,
WRT v TOMREELERTH LI T v 72 ANTLIEEN,
FOMDOE Yy AR —AFF a0t N— R = THIOFERIC

Jin UTHERE L T 7280,
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2.5 ARk

K24y hRNY—AFTT 3 v OB

e Configuration

BitStream

v Global
General
Constraints

v Synthesize
General

v Place & Route
General
Voltage
Place

Route

Unused Pin
~ BitStream
General

sysControl

Dual-Purpose Pin

Feature sysControl

Enable CRC Check

[] Enable Compress

Enable Security Bit
[ Secure Made

Power On Reset Monitor
[] Print BSRAM Initial Value

Bitstream Format: | Text

Cancel

Apply

2.5

AR —/V GowinSynthesis #5474 52 T, "—Fy=7 - U7

7 LA
2-5),

X 2-5 ARk

THA L EEGRLTHRY YR K« 77 A VEERLEI(

K GOWIN FPGA Designer - [CAU

7 Ele Edit Broject Tools Window Help
Process a8 X

1| Design Summary
v [ User Constraints
(i FloorPlanner
% Timing Constraints Editor
v (D synthesize
Synthesis Report

Netlist File

v Place & Route
Place & Route Report
Timing Analysis Report
Forts & Pins Report
Power Analysis Report

"
1# programmer

: fpga_syn.rpthtml]

SUD®EE

=]
Synthesis Messages Report Title
Synthesis Details Design File

Resource

Synthesis Messages 2

GowinSynthesis Report

C:\Users\liukai\ Desktop\secure_fpga\srcigowin_empu\gowin_empu.v
Ci\Users\liukai\Desktop\secure_fpga\srcisecure_fpga.v

GowinSynthesis Constraints File | ---

Resource Usage Summary

Tool Version
Resource Utilization Summary
. Part Number
Timing -
Device

Clock Summary
Created Time
Max Frequency Summary

Detail Timing Paths Information€

gal Announcement

V1.9.11.02 (64-bit)
GWINSER-LV4CQN48PC7/I6
GWINSER-4C

Tue Jun 3 16:40:24 2025

Copyright (C)2014-2025 Gowin Semiconducter Corporation. ALL
rights reserved

Synthesis Details

[60%]
[65%]
[75%]
[8ex]
[96%]
[95%]

Tech-Mapping Phase @
Tech-Mapping Phase 1
Tech-Mapping Phase 2
Tech-Mapping Phase 3
Tech-Mapping Phase 4

GowinSynthesis finish

Running technical mapping ...

completed
completad
completed
completed
completed

Design  Process  Hierarchy ¥ Start Page Design Summary secure_fpga_syn.rpthtml B
Console 8 x
[35%] INTETTING FIiase 5 COMpIeted ~

Generate netlist file “C:\Users\liukai\Desktop\secure_fpga\impl\gusynthesis\secure_fpga.vg" completed
[180%] Generate report file "C:\Users\liukai\Desktop\secure fpga\impl\gusynthesis\secure fpga_syn.rpt.html" completed

%

Console  Message

2.6 BEEHC

EBEEM5ET L7265, Gowin Y 7 N = 7 OELERUEY — /L@ Place &

UG936-1.4J
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2NN—FR =7 « UTZ7 LR FHF A 27 X m— |

Route #3TL Tty A MU —AT 7 A V&R L £ (X 2-6),
B 2-6 B EECHR

{4 GOWIN FPGA Designer - [C:\Users\liukai\Desktop\secure_fpgatimpl\pnrisecure_fpga.rpthtml] - O X
| Ele Edit Project Tools Window Help -8 x
O HESUEDSEF @E 2
ficoos X PnR Messages .
1| Design Summary
+ [ User Constraint PnR Messages Report Title PnR Report
B Floorplanner PnR Details Design File C:\Users\liukai\Desktop\secure_fpga\imp is\secure_fpga.va
= Tirning Constrsints Editor Resource Physical Constraints File C:\Users\liukai\Desktop\secure_fpga\src\secure_fpga.cst

@ symbosie Resource Usage Summajming Constraints File C:\Users\liukai\Desktop\secure_fpga\srcisecure_fpga.sdc

Synthesis Report I/0 Bank Usage Summanpol Version V1.9.11.02 {64-bit)

Netlist File Clock Resource Usage Stfaihiiumber GWINSER-LV4CQN48PCT /16
v @ Place & Route Global Clock Signals | Device GWINSER-4C

2| Place & Route Report Pinout by Port Name | Created Time Tue Jun 3 16:41:44 2025

Timing Analysis Report All Package Pins Legal Announcement Copyright (C)2014-2025 Gowin Semiconductor Corporation. All rights reserved.

Ports & Pins Report

Power Analysis Report

1 programmer PnR Details
< »
Design  Process Hierarcl hy 7 Start Page Design Summary 9] secure_fpga_syn.rpt.html 4 secure_fpga.rpthtml
Console & x
...... .

DIUSUrEE BETErEtIoT 1T B
Bitstream generation completed
Running power analysis......
[100%] Power analysis completed
Generate file "C:\Users\liukai\Desktop\securs_fpga\impl\pnr\sacure_fpga.power.html” completed
Generate file "C:\Users\liukai\Desktop\secure_fpga\impl\pnr\secure_fpga.pin.html" completed
Generate file "C:\Users\liukai\Desktop\secure_fpga\impl\pnrisecure_fpga.rpt.html" completed
Generate file "C:\Users\liukai\Desktop\secure fpga\impl\pnrisecure_fpga.rpt.txt" completed
Generate file "C:\Users\liukai\Desktop\secure fpga\impl\pnrisecure fpga.tr.html" completed
Tue Jun 3 16:41:44 2025

27 ¥y rua—FR
'y AN —AT 7 AVBEREINTEHE, Gowin V7 FT =T D
Programmer Z{iHH L Tty NA N —LT7 7 A VEZ X7 a—RNLET,

Gowin V7 FU =7 £721EA A F—/L/XA D5 Programmer % 3 &
£

A ==a—/3— > [Edit> Configure Device], F7=iL>Y—/L — LD
[©2] (Configure Device)* 7 Vv 27 LC, ¥vru—K- 47 ar%
R L E 9,

2.7.1 GWINSER-4C (Gowin_EMPU(GWI1NS-4(C))
24F 7 GWINSER-4C (Gowin_ EMPU(GW1NS-4C))D & 7 1
— R« A7 a ORI 2-7 IR ERBY T,

® [AccessMode|® Fuaw7rZ 7« 2 ko [SecureFPGA Mode |
IR L FE 9,

® [Operation] ® Ry X« J A K) 5 [Firmware Erase,
Program Securely | Zi#&R L 9,

® [Programming Options > File name| 47> 3 > CT/— R = 7%t
DEY hA R =LA77 A V@R LTI,

® [FW/MCU/Binary Input Options > Firmware/Binary File] TY 7 k¥
T T RATDOFAT 7 7 ANV EIR L E T,
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2NN—FR =7 « UTZ7 LR FHF A 27 X m— |

® 5 i%lZ [Save] &7 Vv 7 LET,
2-7 GWINSERAC (Gowin_EMPU(GWINS-AC))D ¥ 7 a— K » 47 5 0
(357

W4 Device configuration ? x

Device Operation
Aooess Mode: SeoureFFGA Mode LY

Operation: Firmware Erase, Program Securely LY

Firmware Erase, Program, Verify with Security({One Time Programmable For
Key Authentication Code)

Programming Options

File name: [sers/liukai/Tesktop/secure_fpga/impl/prr/secure fpga £z | .

FW/MCU/Binary Input Options

Firmware/Binary File: rTESTfmcu_testfsecureFPGlUcm3_secure_demo.binl D

Retained Uzser Flazh Data
User Flash Initialization

Save Cancel

Boyoa—R e 37 a ORNRTET LZS, Y —_— kD

Program/Configure [“0| 22 U v 7 LT GWINSER-4C
(Gowin_EMPU(GWINS-4C))/"— K7 = TREDOE Y A N —L7 7 A
W T P =T REDFEIT 77 A NEL T m— R LET,

2.7.2 GWINE-IC (Gowin_EMPU_M1)

UG936-1.4J

%4 F v 7 GWINE-9C(Gowin_EMPU_ MDA 72 a— K « £ 7

g L ORERRIZIX 2-8 IR ERBY TY,

[Access Mode| @ Ra v 7 &7« J 2 )5 [SecureFPGA Mode
L] #@&RLET,

[Operation] ® ke w7 X - U5 [Firmware Erase,
Program Securely | Zi#&R L 9,

'Programming Options > File name] 47> 3 CT/— FU = 7 kG
DEy FA Y=L 7 7 A NVEBRLET,

[FW/MCU/Binary Input Options > Firmware/Binary File] TY 7 kv
TREATDFEIT 7 7 ANVEZRIRLE T,

o
%Iz Save] #7 VU v 7 LE7,
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2N"—FU=T7 - JT77 LU R-THAL

28 F¥ 2 A b

UG936-1.4J

X 2-8 GWINE-9C(Gowin_EMPU_M1)D & 7 > u— K « 7 3 » OB

W Device configuration ? ht

Device Operation
hooess Mode: SeoureFPGA Mode L ~

Operation: Firmware Erase, Program Securely w

Firmware Erase, Program, Yerify with Security(One Time Programmable For
Key Authentication Code)

Programming Options

File name: [sers/liukai/Desktep/secure_fpza/impl/pors/seomre_fpga f=| .

Retained Uzer Flaszh Data
User Flach Inmitialization

FYMCUABinary Input Options

Firmware Finary File: ITESTfmcu_testfsecureFPGMcml_secure_demo.binl E

Save Cancel

Fyora—R X372 a P OBEPTET LI, Y—A"—ED

Program/Configure =& | %27 U »~ 7 LT GW1NE-9C (Gowin_EMPU_M1)
N= R 2 TRFFOEY NA RN —LT 7 ANV EYT MY =T HETOFE
T77ANVEL T a— RLET,

28 BE R¥ =2 AV b

Gowin SecureFPGA #L 5, d

GW1NSER-4C(Gowin_EMPU(GW1NS-4C))# L U GW1NE-9C
(Gowin_EMPU_M1)D/~— R = 7R3 OB F¥ 2 A 2 b

Gowin_EMPU(GW1INS-4C)~— R 7 = 7 g —F—H A |
(IPUG932)

Gowin_EMPU_M1 /"— R = 7 §Et 2 —H% —H 1 F(IPUG531)
Gowin ¥ 7 k7 =7 m—H—# A F(SUG100)

Gowin WELIFI = — — A F(SUGY35)

Gowin % A I » JHfilf—H—F 1 N(SUG940)

Gowin Programmer == —# — 74 R(SUG502)
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4 Properties for em3 bk with enroll o x
— e
Resource
Builders -
v /st Build Configuration: Debug [ Active ] [
Build Variables
Environment —_—
JSON Compilation Dat B3 Tool Settings | B Toolchains |l Devices| [J Container Settings | #* Build Steps| ' Build Artifact| ™,
;E:gmg (2 Target Processor Arm family (-mcpu) | cortex-m3 ~
e & Optimization . :
Toal Chain Editar B Warnings Architecture (-march) | Toclchain default ~
C/C++ General .
L.f Tools Path (£ Debugging Instruction set Thumb (-mthumb) v
inux Tools Pa
MU ~ & GNU Arm Cross Assembler [ (e e e e —
K (2 Preprocessor
I;rwjlect :a‘(tures & Includes Endianness Toolchain default ~
roject References = Warnings .
. = g Toolchain default
Run/Debug Setiings (8 Miscellaneous
T“t Repositary v ) GNU Arm Cross C Compiler Toolchain default
Task Tags
e (3 Preprocessor Unaligned access Toolchain default ~
Validation ® Inchudes
WikiText g . [ TrustZene (-memse)
(& Optimization
2 Warnings Generic (-mcpu=generic)
& Miscellaneous Toolchain default
~ i§3 GNU Arm Cross C Linker
i General Toolchain default
= Librari .
(& Libraries Toolchain default
(8 Miscellaneous
v i GNU Arm Cross Create Flash Image Enabled (+simd)
¥
& General Small (-memodel=small)
v ) GNU Arm Cross Print Size o ot
& General Strict align (-mstrict-align)
Other target flags
Restore Default: Appl.
r 5 estore Defaults Apply
@ Apply and Close Cancel

3.2.1 Target Processor

[Target Processor] 4 7' 3 I Am &% —57 >y Ntk vz

TAHDIHINET,
Bl 21X, TArm family (-mcpu)] 47> 3 :

® 44F v~ GWINSER-4C(Gowin EMPU(GW1NS-4C)) D54 .
A7 g% [cortex-m3)] & LT

e
i

ZD

RELET(X 3-2),

® %4F v~ GWINE-9C(Gowin EMPU M) D4, Z047F v a v %

[cortex-m1] & L C

WRELET,
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3.2.2 GNU Arm Cross Assembler

UG936-1.4J

[X] 3-2 Target Processor

5 Tool Settings | 33 Toolchains | Bl Devices| [J Container Settings | # Build Steps Build Artifact|

(% Target Processor
(# Optimization
(2 Warnings
(% Debugging
v ) GNU Arm Cross Assembler
(2 Preprocessor
2 Includes
% Warnings
2 Miscellaneous
w B3 GNU Arm Cross C Compiler
(2 Preprocessar
(22 Includes
# Optimization
(% Warnings
2 Miscellaneous
v (8 GNU Arm Cross C Linker
2 General
(2 Libraries
(# Miscellaneous

2 General
v &) GNU Arm Cross Print Size
% General

v B3 GNU Arm Cross Create Flash Image

Arm family (-mcpu) | cortex-m3 v
Architecture (-march) |Toolchain default ~
Instruction set Thumb (-mthumb]) ~

[ Thumb interwork (-mthumb-interwork)

Endianness Toolchain default v
Toolchain default
Toolchain default
Unaligned access Toolchain default ~
[ TrustZane (-mcmse)
Generic (-mcpu=generic)
Toolchain default
Toolchain default
Toolchain default
Enabled (+simd)

Small (-mcmodel=small)

Strict align (-mstrict-align)

Other target flags

'GNU Arm Cross Assembler > Preprocessor > Defined symbols

(-D)) AT vaii, v/ uERERETIHEDIHEHSH, 7=y

FBED 7Y a2 XA LR~ 7 0 ZBINT SO S E 96 2

IZ. oA 7 g [ STARTUP_CLEAR BSS) & LTEESH T
% 9(1% 3-3),
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3.2.3 GNU Arm Cross C Compiler

UG936-1.4J

[X] 3-3 GNU Arm Cross Assembler > Preprocessor

B3 Tool Settings | &3 Toolchains |l Devices| [ Container Settings | # Build Steps Build Artifact| .

(2 Target Processor
(# Optimization
(2 Warnings
(2 Debugging
v [ GNU Arm Cross Assembler
(% Preprocessor
(% Includes
 Warnings
(# Miscellaneous
v [ GNU Arm Cross C Compiler
(% Preprocessor
(% Includes
(# Optimization
 Warnings
(# Miscellaneous
v [ GNU Arm Cross C Linker
(# General
(E Libraries
(# Miscellaneous
v [ GNU Arm Cross Create Flash Image
(# General
v %3 GNU Arm Cross Print Size
(# General

2

Use preprocessor
[J Do not search system directories (-nostdinc)
[JPreprocess only (-E)

Defined symbals (-IY £ w2

Undefined symbals (-U) &=

— 7 7 A IVDFRZEINAD

'GNU Arm Cross C Compiler > Includes > Include paths (-I)] #+ 7"+
903 Ny HE =T 7 A NVDRRANAZIRET DO S ET, #
KN R NA B AT TEET (K 3-4),

il 21X, GWINSER-4C (Gowin_EMPU(GW1NS-4C)) D55, ~v &

REZRITR LET,

"${workspace_loc:/${ProjName}/src/library/libraries/cmsis/cm3/core_s

upport/gmd}"

"${workspace_loc:/${ProjName}/src/library/libraries/cmsis/cm3/device

_support}"

"${workspace_loc:/${ProjName}/src/library/libraries/drivers/inc}"

"${workspace_loc:/${ProjName}/src/project/iid_bk/include}"

"${workspace_loc:/${ProjName}/src/project}"

14(22)
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[X| 3-4 GNU Arm Cross C Compiler > Includes

) Tool Settings| i Toolchains | Ml Devices | [J Container Settings | # Build Steps Build Artifact|

(22 Target Processor Include paths (-1) £ = & e
(2 Optimization
(2 Warnings

csp: j ary, :
'${worl-cspace Ioc/${PrOJName}/‘src/l|braryj||branesfcmsm/cmafde
"${workspace_loc;/${PrajName}/src/library/libraries/drivers/inc}"
v 83 GNU Arm Cross Assembler "${workspace_loc;/${ProjName}/src/project/iid_blk/include}”
(% Preprocessor "${workspace_loci/${PrajName}/src/project}”
(2 Includes

(2 Debugging

(2 Warnings
(# Miscellaneous
v 8 GNU Arm Cross C Compiler < ?
(¥ Preprocessor Include system paths (-isystem) £
(2 Includes
(# Optimization
(# Warnings
(# Miscellaneous
v 83 GNU Arm Cross C Linker
(# General
( Libraries
(# Miscellaneous
v [ GNU Arm Cross Create Flash Image
(£ General Include files (-include) &
v 3 GNU Arm Cross Print Size
(# General

3.2.4 GNU Arm Cross C Linker

General

'GNU Arm Cross C Linker > General > Script files (-T)] 47+ 3~
. V= A7 VT b T ANVERET DO S ET, #i
® 24T v 7 GWINSER-4C(Gowin_EMPU(GW1NS-4C))Di5E&, Z D
I 7 a % Gowin_EMPU(GW1NS-4C)D Flash U > 71—+« X7 U 7
k7574 Igwinsdc flash.d] & L CTE L £ 9 (¥ 3-5),

"${workspace_loc:/${ProjName}/src/library/libraries/cmsis/cm3/device
_support/startup/gmd/linker/gw1ns4c_flash.Id}"
® 24T v 7 GWINE-9C(Gowin_ EMPU_M1)DGE, ZOF 7T a &
Gowin EMPU M1 ® Flash V > —+« A7 U7 K« 77 A )b
'GOWIN_M1_flash_xip.ld] & L T&ELET,

'${workspace_loc:/${ProjName}/src/library/libraries/cmsis/cm1/device
_support/startup/gmd/linker/GOWIN_M1_flash_xip.ld}"

UG936-1.4J 15(22)
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X 3-5 GNU Arm Cross C Linker > General

B3 Tool Settings | 3 Toolchains | B Devices| [J Container Settings | # Build Steps Build Artifact|

2

w B3 GNU Arm Cross C Linker

v [ GNU Arm Cross Create Flash Image

w [ GNU Arm Cross Print Size

(& Target Pracessor Script files (-T) el )
@ Optimization

8 Warnings
(2 Debugging
v [ GNU Arm Cross Assembler
(2 Preprocessor
22 Includes
2 Warnings
22 Miscellaneous
w B3 GNU Arm Cross C Compiler
(£ Preprocessaor
2 Includes

2 Optimization
# Warnings
2 Miscellaneous

(% General
2 Libraries

# Miscellaneous

£ General

22 General <

[ Do not use standard start files (-nostartfiles)

[ Do not use default libraries (-nodefaultlibs)
[JNo startup or default libs (-nostdlib)

Remave unused sections (-Xlinker --gc-sections)

[JPrint removed sections (-Xlinker --print-gc-sections)

[] Omit all symbol information (-s)

Libraries

'GNU Arm Cross C Linker > Libraries > Libraries (-1)] & [Library

searchpath (-L)] A7 a id, A4 770V Dar ()L - F7va %
RIET D7D S uE 9, Libraries ()7 F A MR v 7 AHETG T
T, V> 7357477V %ANJJL%7, Library search path (-L)i%. &
F7A477V0(a)eHEHETA T TV (SO)DRBE/NAEHET HIOIHHS
WES,

2242+ 7 GWINSER-4C(Gowin_ EMPU(GW1NS-4C)) D54
Libraries O EIZRD L 512720 F9°(1X 3-6),
Libraries (-1):
iid_bk_cm3_minsizerel
Library search path (-L):
“Iworkspace_loc:/${ProjName}/src/project/iid_bk/lib}”
24T v 7 GWINE-9C(Gowin_ EMPU_M1)D 354 . Libraries D% E 1%
RO I T £,
Libraries (-1):
iid_bk_cm1_minsizerel
Library search path (-L):
“Iworkspace_loc:/${ProjName}/src/project/iid_bk/lib}”
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X 3-6 GNU Arm Cross C Link > Libraries

3 Tool Settings | 53 Toolchains‘ o Devices‘ @ Container Seﬂings‘ 4 Build Steps

3
3

(2 Target Processor
(2 Optimization
(# Warnings
(# Debugging
w B3 GNU Arm Cross Assembler
(% Preprocessor
& Includes
# Warnings
(E Miscellaneous
w B3 GNU Arm Cross C Compiler
#5 Preprocessar
(5 Includes
(# Optimization
& Warnings
# Miscellaneous
w B3 GNU Arm Cross C Linker
# General
(2 Libraries
[ Miscellaneous
w B3 GNU Arm Cross Create Flash Image
# General
w B4 GNU Arm Cross Print Size
# General

Libraries (-I) £ & & Gl

[1Group libraries (-WI,--start-group, ... ,--end-grou
Library search path (- £ & & bl

3.2.5 GNU Arm Cross Create Flash Image

UG936-1.4J

GNU Arm Cross Create Flash Image > General > Output file format
(-0)] A7 = i, Raw binary 72 &, Arm MCU 477 7 A /LD )T
NERET DO LT (K 3-7),
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X 3-7 GNU Arm Cross Create Flash Image > General

%3 Tool Settings | 3% Toolchains |l Devices| [J Container Settings | # Build Steps | %

# Target Processor
# Optimization
(# Warnings
# Debugging
w B3 GNU Arm Cross Assembler
2 Preprocessor
# Includes
(2 Warnings
# Miscellaneous
w B3 GNU Arm Cross C Compiler
(# Preprocessor
# Includes
(& Optimization
# Warnings
# Miscellanecus
w B3 GNU Arm Cross C Linker
2 General
(2 Libraries
& Miscellanecus
w B3 GNU Arm Cross Create Flash Image
(2 General
w 53 GNU Arm Cross Print Size
(2 General

337y hDOa AL

Output file format (-0} | Raw binary

[Jsection: -j .text
[]Section: -j .data

Other sections (-]) &)

Other flags
< >

VLN —TCBuild [® | 7212 BuildAll Ta&| #84RL. Y7 FY =
T eUTrF LU AT L EBar ANV LTET 77 ANVEHNDLET

(X4 3-8),

UG936-1.4J
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W workspace_security - em3_bk with_enroll/sre/project/main.c - GMD

fle Edit Source Refactor Navigate Search Project Run Gowin Window Help

mif [® -/ - @
- - . - v |
I Project Explorer X = B8
ES Ve 8

3 em1_bk with_enroll
3 cm1_secure_demo
v 25 em3_bk with_enroll
#F Binaries
[l Includes
(= Debug
~ = sre
& library
v (= project
(&= iid_bk
[&] main.c
[g printc
[A printh
[ vart.c
[B varth
L1 cm3_secure_demo

Bin|Sillig-E--F-%-0-B-Q-i®@5 -

[ main.c x

// Entry function
< int main(void)

Wy

iid_return_t retval;

// Initializes
SystemInit();
uart_setup(115280);

W W w W w

ol el =iy v - ]

// 1ID enrcll
retval = iid bk_enroll();
if(retval)

print_string("\r\nEnroll BK FAIL!\r\n");
return 1;

else

{

print_string("\r\nEnroll BK PASS!\r\n");
<

[ Problems ¥ Tasks B Console x [ Properties
CDT Build Console [cm3_bk_with_enroll]
22l L

AAAAAAAAAAAAAAAAA 5 o

~
Invoking: GNU Arm Cross Create Flash Image
arm-none-eabi-objcopy -0 binary “cm3_bk with_enroll.elf” “cm3_bk with_enroll.bin”
Finished building: cm3_bk with enroll.bin
Invuking: GNU Arm Cross Print Size
arm-none-eabi-size --format=berkeley "cm3 bk with_enroll.elf”

text  data bss dec hex filename

5768 28 116 5984 1710 cm3 bk with_enroll.elf
Finished building: cm3_bk_with_enroll.siz
17:26:28 Build Finished. ® errors, @ warnings. (teok 8s.813ms)

v

Q g

=08 FEox BT ™ = 8

~ eEEBRY o % ¢
u stdioh
= gwinsdch
= uarth
= printh
= iid_blch
++5 iid_bk_enrollfvoid) : int
@ _pufint
® _acram:int
@ bk addr puf
@ bk addr ac ram:
L]
L]

main(vid) : int
8 jid_bk_enrollivoid) : int

v
>

X &5 B &ErE-8-=8

347vuTxcy PDFYE—F

Programmer ZfifHL CTY 7 ho =7

— L&,

RAIDET 7 7 AN EH T 0

GMD V7 NU =7 DA ==a—s—_FE@ [Gowin>Programmer] 7=
1Y —nx—EDTIE | %227 Y v~ 7 L Programmer % B & £ 9°(IX 3-9),

ERD

Gowin ¥ 7 N =7 5 Programmer # < Z & TE T,

UG936-1.4J

19(22)




3T T cUTF LR TP AL

347yl FOXTAE—R

X 3-9 Programmer

Ci [ ® &/ - &

5 Project Explorer X

= 0O [g mainc X

W workspace_security - em3 bk with_enroll/sr¢/project/main.c - GMD

File Edit Source Refactor Navigate Search Project Run | Gowin Window Help

Biw|

L# fief L Programmer
GoBridgeDriver
¥ SDKand Document >

3.4.1 GWINSER-4C (Gowin_EMPU(GWI1NS-4C))

UG936-1.4J

=57 32 // Entry function
. 2 Entry ti
3 cm1_bl_with_enroll o int main(void)
9 em1_secure_demo "
~ 2% em3 bk with enroll iid_return_t retval;
4 Binaries // Initializes
[all Includes 38 SystemInit();
& Debug 39 uart_setup(11528@);
M= 41 // 1ID enroll
(&= library 42 retval = iid_bk_enroll();
v &= project 43 if(retval)
i iid bk print_string("\r\nEnroll BK FAIL!\r\n");
main.c 45 return 1;
printc 47 )1
printh e e
uart.c 5@ print_string("\r\nEnroll BK PASS!\r\n");
uarth ® ramk

3 em3 secure_ demo :
[ Problems < Tasks B Console * [T Properties
CDT Build Console [em3_bk_with_enroll]

T ST e T

Inveking: GNU Arm Cross Create Flash Image
Finished building: cm3_bk with enroll.bin

Invoking: GNU Arm Cross Print Size
arm-none-eabi-size --format=berkeley "cm3_bk_with_enroll.elf”
text  data bss dec hex filename
5760 28 116 5984 1718 cm3_bk_with_enroll.elf
Finished building: cm3_bk with_enroll.siz

17:26:20 Build Finished. & errors, @ warnings. (took 8s.813ms)

pre-a-®e -

=8 Eox BT % =g

A

v
>

x| &[S EEE

arm-nene-eabi-objcopy -0 binary “cm3_bk_with_enrell.elf" “cm3_bk_with_enroll.bin"

e ¢ e 0T EEELLE

.

%8 +8-9-=1o

Q iE||@E

Bl 1% Bowl o % §
stdioh

gwinsdch

uarth

printh

iid_bk.h
iid_bk_enroll(void) : int
_puf:int

_ac_ram :int
bk_addr_puf : uints_t*
bk_addr_ac_ram : uint8 t*
main(void) : int
iid_bk_enroliivoid) : int

P

Programmer ® A = = —/N\— k@ [Edit > Configure Device|, F 7z
W —)L3— b Téx) (Configure Device)z 7 U v 7 LT, X7 —KR -

AT arERELET,

24F 7 GWINSER-4C (Gowin_ EMPU(GW1NS-4C))D # 7 1
— R« A7 a o OERITIR 3-10 ITR-T BV T,

® [AccessMode|® Fuaw7rZ 7« 2 ko [SecureFPGA Mode |

ZIEIRL ET,

® [Operation] ® Ry X « A KH5 [Firmware Erase,

Program Securely] % &R L £,

® [Programming Options > File name| # 7' 3 > C/x— KU = 7kt

DEY FARNI—LAT7 7 A )VERIRLET,

® [FW/MCU/Binary Input Options > Firmware/Binary File] TY 7 k¥

TERFITDETT 7 A N aBIR L £,

I
® f%\Z [Save] #27 VU v 7 LET,
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3-10 GWINSER-4C (Gowin_EMPU(GWINS-4C)) D ¥ v a—FK « 7L 5 D
{357
{% Device configuration ? X
Device Operation
hecess Mode: SecureFPGA Mode v
Operation: Firmware Erase, Progran Securely ~

Firmware Erase, Program, Verify with Security({One Time Programmable For
Key Authentication Code)

Programming Options

File name: [sers/liukai/Tesktop/secure_fpzalimpl/prr/secure_fpga, £z

Retained Uzser Flazh Data
User Flash Initialization

FW/MCU/Binary Input Options

Firmware/Binary File: rTESTfmcu_testfsecureFPGlUcm3_secure_demo.binl D

Save Cancel

Fooa—R e 37 a  ORNRTET LS, Y —— kD

Program/Configure =0 | 22 U v 27 LT GWINSER-4C
(Gowin_EMPU(GWINS-4C))/"— K7 = TREDOEy A N —L7 7 A
WeEI TP 2T REDFEIT T 7 A NEL T m— R LET,

3.4.2 GWINE-IC (Gowin_EMPU_M1)

UG936-1.4J

|

%4 F v 7 GWINE-9C(Gowin_EMPU_ MN)D X 72 a— K « £ 7+
L ORRRITR 3-11 IRT & B0 T,

[Access Mode| @ Ra v 7 &7« J 2 )5 [SecureFPGA Mode
L] #8RLET,

[Operation] ® FKr w7 X - U5 [Firmware Erase,
Program Securely | Zi#&R L £9°,

'Programming Options > File name] 47> 3 CT/— FU = 7 kGt
DEy FA Y —=L7 7 A NVEBRLET,

[FW/MCU/Binary Input Options > Firmware/Binary File] TY 7 k¥
TREIADEIT 7 7 ANVEZRIRLE T,

o
%2 [Savel #7 Vw7 LET,
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X 3-11 GWINE-9C(Gowin_EMPU_M1)D & 7> a— K « 7Y a3 > O

W Device configuration ? ht

Device Operation
hooess Mode: SeoureFPGA Mode L ~

Operation: Firmware Erase, Program Securely w

Firmware Erase, Program, Yerify with Security(One Time Programmable For
Key Authentication Code)

Programming Options

File name: [sers/liukai/Desktep/secure_fpza/impl/pors/seomre_fpga f=| .

Retained Uzer Flaszh Data
User Flach Inmitialization

FYMCUABinary Input Options

Firmware Finary File: ITESTfmcu_testfsecureFPGMcml_secure_demo.binl E

Save Cancel

HFyora—R X7y a VOBEPTET LI, Y—A"—ED
Program/Configure 12| #27 Y v 7 LT GW1NE-9C (Gowin_EMPU_M1)
N= R 2 TRFFOEY AN —LT 7 AV EYT N = THETOFE
T77ANVEL T a— RLET,

35 BE R o AV b

UG936-1.4J

Gowin SecureFPGA #L 5, d
GW1NSER-4C(Gowin_EMPU(GW1NS-4C))#3 L 08 GW1NE-9C
(Gowin_EMPU_M1)?D Y 7 b 7 = 7 #REH ORI R 2 A > b

® Gowin_EMPU(GW1NS-4C) IDE == —+#—# 1 F(IPUG928)

® Gowin EMPUGWINS-4C)Y 7 b =770 /5 I/ a—WF—3
£ R(IPUG931)

Gowin_EMPU_M1 IDE = —#'—# 1 F(IPUG536)

Gowin EMPU M1 V7 k=7 7 u s 530y a—F—HA R
(IPUG533)

GMD(GOWIN MCU Designer)=—#—7 1 K(SUG549)
Gowin Programmer == —+ — 7% 4 R(SUG502)
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